Oracledi R2
Block Level Recovery - using Enterprise Manager Recovery Wizard.

#### Error encountered by user ###

SQL> select * from scott. enp;
select * from scott.enp
*

ERROR at line 1:

ORA-01578: ORACLE data bl ock corrupted (file # 1, block # 49354)
ORA-01110: data file 1:

"/ u01/ app/ or acl e/ product/ 9. 2. 0/ or adat a/ PROD92/ syst enD1. dbf"’

### Actions ###
Start the EM Console

% oemapp console

1% Oracle Ent: ise Manager Console, Administral YSMAN, Management Server:stsunbd
ORACLE
Enterpriseianager
SR Network
;—[}#‘Events
;—@Johs
LBk .
r eport Definitions
JDatabases ~ Connectien Infermation
I$Q NaS| Host: stsunbd
Port: 13521
SID: PRODSZ2
THS Descriptor: [(DESCRIPTION=(ADDRESS_LIST = (ADDRESS = (PROTOCOL = TCR)(HOST = stsunhe)(PORT =
@-LIHTTP Servers 15211 ) (CONNECT_DATA=(5ID=PRODSZMSERVER=DEDICATEDN)
@ Dlistenars
B 0INodes

— Setup Information
Cracle Home: fu01/appforacles/product/9.2.0
Listeners: listener_stsunb4

-~ Operating System Information
05 Mame: SunOs
08 Version; 5.8
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Create an RMAN job to validate the corrupt block and popul ate the corruption list.

ORACLE

Enterpriseianager
SR Network Create Job...
L Events Create Job Like..
L@Johs Edit Joh.
Hg Report Definitions Sopy oo library: 92
Databases fermoyve ok mation
@ Nagi Clegr Job History ——
|}>9 OEMI2 Refresh Job History 521
leb Library... RODS2
B}DGroups T DESTTHTOT—(DESC RIPTION=(ADDRESS_LIST = (ADDRESS = (PROTOCOL = TCPI(HOST = stsunb4)(PORT =
&-CIHTTP Servers 1521)) ) (CONNECT_DATA=(SID=PRODIZ)(SE RYER=DEDICATED))
@ Dlistenars
B 0INodes

— Setup Information
Cracle Home: fu01/appforacles/product/9.2.0
Listeners: listener_stsunb4

-~ Operating System Information
05 Mame: SunOs
08 Version; 5.8
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Select the database and provide a useful job name



% Create Job

Ceneral

Job Name:  [Elock Recover Test Description:

Target Ty pe [Database

=B FrERE: Passmord;
[ ] [

( [~ Override Mode Preferred Credentials for entire job 1

Selected Targets: fyailable Targets:
& PROD32

<
fAdd

>

Remove

JSubmit ®add to Library ®Submit and Add to Library

We want to run an RMAN script to validate the blocks in the database.

% Create Job

Job Tasks: available Tasks:
=FDatabase
—&nalyze
—Backup
—Export
—lmport
—Load
] — Recovery
add —Run DBA Saript
1 mF LN Riman Script]
Her%ove —Run SOL*Plus Script
: —Shutdown Database
—Startup Database
EMNode

Run Rrman Script

Run "Run Rrman Script”
W5 Ay s

Cainly any sucEess of

Coainly an failune of

CiSubmit ®aAdd to Library ®Submit and Add to Library




Create the backup validate script within the script test box.

% Create Job

Parameters

Selected Tasks: _ Run Rman Script Parameters:

Rman Script:
BACKUP WALIDATE DATABASE:

Parameters: |

— [~ override Preferred Credentials:

Username: I:] Password: :] Connect as 5¥Y5DBA ‘

Mare Crede ntials...]

Schedule to runimmediately.

% Create Job

#® |mmediately Start Execution:  Date: |5/3/2002 | Time: [11:04 AM

-
Onee ™ End Execution;  Date: [5/3/2002 I Time: [11:04 AM

© 0n Interval Time Zone: Agent

T 0On Day of Week

C Cn Day of Month

s & Fizit Job

CiSubmit ®aAdd to Library ®Submit and Add to Library




Select which repository admins may view thisjob

% Create Job

Owner: [SYEMAN
| Administratorn None | Wiew | Madify | Full | Motify
§° REPORTS_USER (@] 9] (@] o) [ |
G° SYSMAN o ] ] () [ |

Show Matification Schedule]

JSubmit ®add to Library ®Submit and Add to Library

Submit the job to validate the database



¥ Oracle Enterprise Manager Console, Administrator:SYSMAN, Management Server: stsunbd

ct Event Job To guration Help DRACL
Enterpriseianager
GAE Network actlve |
;—[}#‘Events
I

Name |Target | Target Type Owner  Status | Date/Time
Block Recover Test | PRODEZ | Datahbase | SYSMAN \ Started | 03-May—2002 11:11:08 AM |

Hg Report Definitions
Databases
@ Nagi
w3 0EM32
®82 PRODS2 — 55 AS SYSDBA
BGroups
B-CIHTTP Servers
@ Dlistenars
B Nodes

B = v R

=
_
-
s
"
-

[ Show targets

Verify the results of the job when complete.



0 Edit Job: Block Recover Test Ed

Progress

Target: | PROD3I2 | Execution: | 03-May—2002 11:11:08 M

Status ‘Target  Date/Time

Completed PRODSZ 03-May-2002 11:12:20 4M
Started PRODSZ 03—-May—2002 11:11:08 4M
Scheduled PRODIZ 03—-May—-2002 11:11:08 4M

I . Show Gutput ;I

Save List i

Wotification Details

Update Progress |

DSubmit ®Save to Library ®Submit and Save to Library

Reviewing the alert.log

Corrupt block rel ative dba: 0x0040cOca (file 1, block 49354)
Fractured bl ock found during backing up datafile

Data in bad bl ock -

type: 6 format: 2 rdba: 0x0040cOca

| ast change scn: 0x0000. 0002e0c4 seq: Ox0 flg: 0x00

consi stency value in tail: 0xe0c40601

check value in block header: 0x70c7, block checksum di sabl ed
sparel: O0x0, spare2: 0x0, spare3: 0xO0
* k%

Reread of bl ocknum=49354,
file=/u0l/app/oraclel/product/9.2.0/oradata/ PROD92/ syst

enDl. dbf. found sane corrupt data

Review user_dump_dest

/u01/ app/ or acl e/ product/ 9. 2. 0/ adm n/ PROD92/ udunp/ prod92_ora_4415.trc
Oracl e9i Enterprise Edition Release 9.2.0.0.0 - Beta

Wth the Partitioning, OLAP and Oracle Data M ning options

JServer Release 9.2.0.1.0 - Production

ORACLE_HOVE = /u01l1/ app/oracl e/ product/9.2.0

System nane: SunOS

Node nane: st sunb4

Rel ease: 5.8

Ver si on: Generic_108528-06

Machi ne: sun4u



I nstance nanme: PROD92

Redo thread nmounted by this instance: 1

Oracl e process numnber: 17

Uni x process pid: 4415, inmage: oracle@tsunb4 (TNS V1-V3)

*** SESSION | D: (15.9) 2002-05-03 11:12:14.065 ***

Corrupt block rel ative dba: 0x0040cOca (file 1, block 49354)
Fractured bl ock found during backing up datafile

Data in bad bl ock -

type: 6 format: 2 rdba: 0x0040cOca

| ast change scn: 0x0000. 0002e0c4 seq: 0xO0 flg: 0x00

consi stency value in tail: 0xe0c40601

check value in block header: 0x70c7, block checksum di sabl ed
sparel: Ox0, spare2: 0x0, spare3: 0xO0
* k%

Reread of bl ocknum=49354,
file=/u0l/app/ oracl e/ product/9. 2.0/ oradata/ PROD92/ syst

enDl. dbf. found sane corrupt data

Now let’s verify the corruption using V$BACKUP_CORRUPTI ON (bl ocks listed
here are bl ocks that have been corrupted but may have been repaired
al ready.) Provides a history of the database corruption.

SQL> select file#, block#, blocks, corruption_type
2 from v$backup_corruption;

FI LE# BL OCK# BLOCKS CORRUPTI O

1 49354 1 FRACTURED

V$DATABASE_BLOCK_CORRUPTI ON (What is currently corrupt and not repaired
in the database) If block are not here but are in v$backup_corruption
the bl ocks were already repaired and the entries were renoved fromthe
corruption list in v$database_corruption_list.

SQL> sel ect * from v$dat abase_bl ock_corruption;
FI LE# BL OCK# BLOCKS CORRUPTI ON_CHANGE# CORRUPTI O

1 49354 1 0 FRACTURED

Then start EM Recovery Wizard to start ablock level recovery session.



ORACLE

Enterpriseianager
SR Network
;—[}#‘Events
;—@Johs
LER -
r eport Definitions
UDatabases - Cennectien Infermatien
I$Q NaS| Host: stsunbd
Porti 1521
SID: PRODS2
TNS Descriptor: [(DESCRIPTION=(ADDRESS_LIST = (ADDRESS = (PROTOCOL = TCPI(HOST = stsunb4)(PORT =
@-LIHTTP Servers 152101 ) (CONNECT_DATA=(SID=PRODI2)SERVER=DEDICATEDN)
@ Dlistenars
BONodes

— Setup Information
Cracle Home: fu01/appforacles/product/9.2.0
Listeners: listener_stsunb4

-~ Operating System Information
05 Mame: SunOs
08 Version; 5.8
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Sel ect the Backup Management option




Then Recovery

The splash Screen

% RBecovery Wizard

Introduction

The recovery wizard helps you recover varicus objects like a
database, tablespaces, and datafiles.

The wizard will step you through the process of specifying

what you want to recover and submit a recovery job
thraugh Enterprize Manager to complate the operation,

v Display this page next time

Cancel jl Help jl Back

Select “Recover DataBlocks Only” option




¥ Recovery Wizard

Operation Selection

The database is in an "OPEN’ state and in ‘@RCHIVELODGC
maode,

" Restore and recover

You may recover only tablespaces or datafiles to the latest
time,

fgdvanced Cptions:

" Restare only:
Yol may restore datafiles or archived legs ifor Log Miner
Viewer),

U Recover only:
Yau may perform a recovery if vou have already restored
files,

If datafiles with corrupt blocks exist, you can restore and
recover the blocks without taking the datafiles offline,

—

Cancel Help Back Mexrt

y)

The“Corruption List” option is selected by default




% Recovery Wizard

Block Media Recovery Method Selection

Data blocks may be recoverad in one of the following
methaods,

W Corruption List
Recover all data blocks that have been labeled
CORRUPTED during the backup and copy eperations
performed by Recovery Mahager

View Cotruption List..

" Datafiles

Specify the datafiles and the bleck IDs in the database
that need recovery

" Tablespaces

Specify the tablespaces and the data block addresses
that need recovery

Cancel Help Back Mexrt : Finish

View the Corruption List in EM
These are the blocks that EM and RMAN will work on.




File# EBlock# MNumber of Blocks  Corruption Change# | Corruption Type
1 49354 |1 0 FRACTURED

A I k

1
Clozeﬁ

The Backup configuration Review screen appears.



i) Recovery Wizard

Configuration

Choose a predefined configuration:

Description of the configuration:

L emeccecogan . g 7 BT o T TR TR

PRODSZ_DEFAULT...

Default Configuration f

Bl
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Uzername: rrman
Seryice: OEM3Z

Yiew Backup Configuration..

Help Back

Cancel

Job Summary



% Summary [ x|
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N lﬁ".,r'p-';_:;;'-;:---.w:-----.~=-=--'~’=.'-?[[;3(L'r,;,grf_;sa.}giﬂg{;_ﬁ'{;lt R T T T T
Channel(sy:
Channel1
Channelz
Recovery Cataleg Credentials:
zername: rman
Service: QOEM3I2
Targetisy
DR™ME
1|
- OK ] Cancelj Help ;I
% Oracle Enterprise Manager
e The job has been successfully submitted, You can
view the status of the job in the active Jobs pane
of the Enterprise Manager Console,
~ Help ‘,;'

Job is submitted to the EM job system



¥ Oracle Enterprise Manager Console, Administrator:SYSMAN, Management Server: stsunbd

File Mavigator Object Event Jeb Teols Configuration Help ORACLE
Enterpriseianager

SR Network Active |

E—W‘EVEMS Name |Target |TargetType|meer ‘Status |DatefTime |

Recoveron3z | PRODEZ | Datahbase | SYSMAN \ scheduled | 03-May—2002 11:34:52 AM |

Hg Report Definitions
Databases
@ Nagi
w3 0EM32
®82 PRODS2 — 55 AS SYSDBA
BGroups
B-CIHTTP Servers
@ Dlistenars
B Nodes

B = v R

Ble|s|a|aln]e

[ Show targets

When job disappears from the active job window review the completion statusin the job history

% Edit Job: Recover0032

Progress

Target; | PROD32 ~| Execution: | 03-May—2002 11:39:52 AM

smpleted PRO
Started PRODEY 03—-May—-2002 11:34:52 4M
Scheduled PRODIZ 03-May—-2002 11:34:52 a4M

Show Qutput

Save List

Motification Details ;I

Update Progress ;I

ubrnit ®Save to Library ®Submit and Save to Library




Then drill down to the job output to review the work that was done.

% Job Dutput

Fecovery Manager: Releaze 9,2,0,0,0 - Beta
Copyright €z 1995, 2002, Oracle Corporation, ALl rights reserved,

RHAM 2
connected to target databazei PRODIZ (DEID=193400038553

RHAM
connected to recovery catalog database

RHAM:

RHAM> run £

2% allocate channel Channell type disk format *Aul2/backupsprod32/%d_0EH_21"
3» allocate channel Channel? type disk format “Aul2/backupsprodd2 2d_DEM_ZL" :
4> blockrecover corruption list ?

5

(S

allocated channel: Channell

channel Channell: sid=12 dewtype=DISK

allocated channel: Channel?2
rhannel Channel2: =sid=16 devtype=DISK

Starting blockrecover at HAY 03 2002 11:35:00

channel Channell: restoring block{s}

channel Channell: specifying block{s} to restore from backup set

restoring blocks of datafile OOO0L

channel Channell: restored blockis} from backup piece 1

picce handle=/ulZ/backup/prod32PRODIZ_0EM_lmdnhbr3_1_1 tag=TAGZO0Z050ATIO07EY params=MULL
chanhel Channell: block restore complete

ztarting media recovery
media recovery complete

Finished blockrecover at MAY 03 2002 11:35:24
releazed channel: Channell
releazed channel: Channel?2

RHAN:
RMAN: *dend-of—fileks

RHAM:

K .\.
i Close i

—

Save As

Then Review where the corruption was reported to verify it isrepaired.
Remember that v$backup_corruption is the database corruption history.

SQL> select file#, block#, blocks, corruption_type
2 from v$backup_corruption;

FI LE# BL OCK# BLOCKS CORRUPTI O




1 49354 1 FRACTURED

Then revi ew the v$dat abase_bl ock_corrupti on vi ew again

SQL> sel ect * from v$dat abase_bl ock_corruption ;

FI LE# BL OCK# BLOCKS CORRUPTI ON_CHANGE# CORRUPTI O
1 49354 1 0 FRACTURED
We are still showing the block as currently corrupt.

This is because we need to run another RMAN job to validate the database
again so the v$database_bl ock_corruption view nmay be updated with
current status of the database bl ocks.

%] Create Job

_Parameters
Selected Tasks: _ Run Rman Script Parameters:
Rman Script:
BACKUP WALIDATE DATABASE:

Parameters: |

( [ Owverride Preferred Credentials;

Username: I:] Password: :] Connect as 5¥Y5DBA ‘

Mare Crede ntials...]

JSubmit ®add to Library ®Submit and Add to Library

Submit the job to runimmediately



¥ Oracle Enterprise Manager Console, Administrator:SYSMAN, Management Server: stsunbd

t Event Job T quratic ORACL

Enterpriseianager
SR Network Active

|
[iiEvents Name |Target | Target Type |Owner Status | Date/Time

RMAN Validate Blocks | PRODSZ | Datahbase | SYSMAN \ Started | 03-May—2002 11:53:14 AM |

Hg Report Definitions
Databases
@ Nagi
w3 0EM32
®82 PRODS2 — 55 AS SYSDBA
BGroups
B-CIHTTP Servers
@ Dlistenars
B Nodes

B = v R

=
_
=
s
"
-

[ Show targets

When it completesin *JOB HISTORY' review the completion status



i Edit Job: RMAN Validate Blocks Ed

Progress

Target: | PROD3I2 | Execution: | 03-May—2002 11:53:14 AM

Target  Date/Time
Completed PROD3SZ g i
Started PRODSZ 03—-May-2002 11:523:14 4M
Scheduled PRODIZ 03-May—2002 11:53:14 4M

Show Cutput

Save List i

Motification Details |

Update Progress |

DSubmit ®Save to Library ®Submit and Save to Library

Then open the output to verify no errors.



% Job Output

Recovery Manager: Releaze 9,2,0,0,0 - Beta
Copyright {c? 1395, 2002, Oracle Corporation. ALl rights reserved,

RHAM: 2
connected to target databaze: PRODIZ (IBID=19394000555 )
uzing target database controlfile instead of recovery catalog

RHAM:

RHAM: BACKLUP YALIDATE DATABASE:*

Starting backup at O3-MAY-02

allocated channel: ORA_DISK_1

channel ORA_DISKE_1: =id=12 devtuype=DISk

channel ORA_DISK_1: ztarting full datafile backupset

channel ORA_DISK_1: szpecifying datafilefz) in backupset

input datafile fro=00001 name=<ull appsoraclesproduct/ 3, 2,0/ oradataPRODGZ  systendl , dbf
input datafile fro=00002 name=/ullsappsoraclesproduct9, 2,0/ 0radataPRODSZ/undotb=0l , dbf
input datafile fho=0000%5 name= ull/appsoracle/product/9. 2,0/ 0radataPRODSZ Aexampl 20l , dbF
input datafile fro=00010 name=< ullsappsoraclesproduct/3, 2.0/ oradataPRODGZ  xdb0l , dbf
input datafile fro=00006 name=< U0l appsoracle/product/3, 2,0/ oradataPRODGZ indx01 , dbf
input datafile fro=000039 name=/ullsappsoracleproduct 9, 2,0/ 0radataPRODSZ\users0l, dbf
input datafile fho=00003 name= ull/appsoracle/product /9, 2, 0F0radataPRODSZ Acum]l itedl , dbf
input datafile fro=00004 name=<ullsappsoracle/products3, 2,0/ oradatasPRODISZ /drayz0l , dbf
input datafile fro=00007 name=< ull/appsoraclesproduct 3, 2,0/ oradataPRODGZ Aodmil , dbf
input datafile fro=00008 name=/ullsappsoraclesproduct 9, 2,0/ 0radataPRODSZtool=0l, dbf
channel ORA_DISKE_1: backup set complete, elapsed time: Q0:01:0%

Finizhed backup at 03-MAY-02

BMAN: #kend-of—fi ek
RHAN:

Recovery Manager complete,

iEi%E{} Save As
Now letslook in the database again at the corruption views.
SQL> select file#, Dblock#, blocks, corruption_type
2 from v$backup_corruption;
FI LE# BL OCK# BLOCKS CORRUPTI O
1 49354 1 FRACTURED
The history of the corruption is still in v$backup_corruption. This is

expect ed behavi or.
SQL> select * from v$dat abase_bl ock_corrupti on;

no rows sel ected



There are no blocks currently corrupt in this database. The corruption
has been effectively reparied by EM and RMAN.

Now sel ect fromthe scott.enp table to verify again the error is not
rai sed.

SQL> select count(*) from scott.enp;

No errors returned to the user
Operation conpl eted successfully.

Sour ces:

Oracl e Recovery Managers Gui des

Oracle Enterprise Manager Backup W zard Docunentation
Backup/ Recovery/ Mai nt enance W zards Functi onal Specs.
Testing the product.



